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Challenges:
• uArch side-channel attacks breach processor security
• No existing tool for designing quantitative defense 

mechanisms

Solution:
• A new way to formulate uArch side channels as a 

communication problem
• Construct precise quantitative models for uArch

structures

Scientific Impact:
• Bridge the gap between two research fields, computer 

architecture and information theory in studying side 
channels

• A quantitative framework to enable productive trade-
offs between security and performance

Broader Impact and Broader Participation:
• Tutorials on uArch side channels @ISCA’22
• Advanced undergrad course on “Secure hardware 

Design” @MIT
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